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NepBUHHIi HaNaLWTyYBaHHA

Tpeba cTBOPUTU KOpUCTyBada sudo (wob He npaytoBaTy 3 Nig root)

adduser oleksandr-d

3aHeCTn KopucTyBsada B rpyny sudo

sudo usermod -aG sudo oleksandr-d

BcTaHosnto PHP Ta moayni

sudo apt install -y php-cli php-openss| php-mbstring php-iconv php-tokenizer php-gd php-mysql php-xml php-
Idap php-curl php-gd php-simplexml| php-dom php-pdo

BcTaHosntoto php-fpm, wob BUMKopncToByBaTU Nginx, sk web-cepsep.
sudo apt install php-fpm

BcTaHosno MySQL

sudo apt install mysql-server

sudo mysql_secure_installation

# Remove anonymous users? [Y/n] Type Y
# Disallow root login remotely? [Y/n] Type Y

# Remove test database and access to it? [Y/n] Type Y



# Reload privilege tables now? [Y/n] Type Y

HanawToByto php-fpm

sudo nano /etc/php/8.3/fpm/php.ini

file_uploads = On
allow_url_fopen = On
memory_limit = 256M
upload_max_filesize = 100M
cgi.fix_pathinfo = 0
max_execution_time = 360

date.timezone = Europe/Kyiv

BcTaHosatoto Composer

3aBaHTa)KTe cueHapin iHcTanaTopa Composer.

curl -sS https://getcomposer.org/installer -o composer-setup.php

BukoHalnTe HaBedeHi HMX4Ye KoMaHau, Wob nepeBipuTu iHCTanaTop.

HASH="curl -sS https://composer.github.io/installer.sig"
echo $HASH
php -r "if (hash_file('SHA384', '‘composer-setup.php') === '$HASH') { echo 'Installer verified'; } else { echo

'Installer corrupt'; unlink(‘composer-setup.php'); } echo PHP_EOL;"
HaBegeHi BULLE KOMaHOW 3aXOrJIl00Th XelW-3Ha4YeHHS iHCTanaTopa Ta 3iCTaBNAlTb MOro i3
3aBaHTa>KeHUM CLieHapieM. Bu NoBUHHI NobavynTn Taki AaHi, AKWO iHCTansaTop 6esneyHun gns

3anycky.

Installer verified

BcTaHoBiTb Composer.

sudo php composer-setup.php --install-dir=/usr/local/bin --filename=composer

MepeBipTe iHCTanAuUito, NnepesipuBLLK Ti BEPCItO.

composer --version



Cteoptoto 6a3y paHux bookstack 3 kopncTyBadem bookstackuser Ta gato nomMy NOBHMIA OOCTYyN O0
Liei 6a3m gaHux.

sudo mysql

CREATE DATABASE bookstack;
CREATE USER 'bookstackuser'@'localhost' IDENTIFIED WITH mysql_native_password BY "kl
GRANT ALL ON bookstack.* TO 'bookstackuser'@'localhost'; FLUSH PRIVILEGES;

exit

[o3Bondato foctyn no ssh yepes nopt 22

sudo ufw allow ssh

BcTaHoBntoeMo Nginx Ta Hagat OOCTYn 4O MOpTiB

sudo apt install nginx

sudo ufw allow 'Nginx Full'

MepeBipseMo HaNawTyBaHHA BpaHaMayepa (HeobxigHi HanalwTyBaHHA € B CNUCKY BiAMOBIAI) Ta
MOTiM BMUK@EMO NOro

sudo ufw app list

# Available applications:

Nginx Full

#*

Nginx HTTP
Nginx HTTPS
OpenSSH

# O#

sudo ufw enable

sudo ufw status

# Status: active

#To Action From

# - e ———

# 22/tcp ALLOW Anywhere

# Nginx Full ALLOW Anywhere

# 22/tcp (v6) ALLOW Anywhere (v6)

# Nginx Full (v6) ALLOW Anywhere (v6)



3aBaHTa)xyto cam BookStack Ta HanawToBYIO
CTBOpPITb KOpPEHeBY Nanky ans nporpamm BookStack.

sudo mkdir -p /var/www/bookstack

Pobnto BnacHnkom cebe (MOTOYHOrO t03epa 3 9KOro npawioto), wob He npautoBaTy NOCTINHO 3 sudo
Ta 4n4 nginx

sudo chown -R oleksandr-d:www-data /var/www/bookstack

Mepexoa)Ky B CTBOPEHY Marky, Ta KJOHY peno3nTopin 3 BookStack (kpanka B KiHLUi Tpeba, wob
pO3MNaKyBasioCb B MOTOYHY Narnky. a He CTBOPOBasiaCb HOBA).

cd /var/www/bookstack

git clone https://github.com/BookStackApp/BookStack.git --branch=release --single-branch .

BcTaHoBntoemo Composer ans bookstack

composer install --no-dev

Konitoto hann, Ta HanalwToOBYO OaHi ANa ooOoaTKy

cp .env.example .env

BiokpuinTe chann gna pegaryBaHHs.

nano .env

3anoBHiTb URL-agpecy nporpamMun Ta gaHi 6a3n gaHux. AKWo Bu 36mpaeTecs BUKOPUCTOBYBATH
QYHKLIT eNeKTPOHHOT NoLWTK, 3aMoBHITb AaHi SMTP abo Bnganithb ix i3 panny.

APP_URL=https://doc.rtb-system.online

DB_HOST=localhost
DB _DATABASE=bookstack
DB_USERNAME=bookstackuser

# Can be 'smtp' or 'sendmail'

MAIL_DRIVER=smtp



MAIL_FROM_NAME="RTB Documentation"
MAIL_FROM=my@email.com

MAIL HOST=smtp.gmail.com
MAIL_PORT=587
MAIL_USERNAME=my@email.com
MA|L_PASSWORD="**** Skkskk skokskok kskkok !
MAIL_ENCRYPTION=tls

Hani reHepyto KNty anga artisan akuin 3annweTbcs B hals .env

php artisan key:generate

HanawToBylo A04aTKOBI NMpaBa A4 03epa A0 KaTasnory 3 bookstack

sudo chown -R oleksandr-d:www-data /var/www/bookstack

sudo chmod -R 755 /var/www/bookstack

sudo chmod -R 775 /var/www/bookstack/storage /var/www/bookstack/bootstrap/cache
/var/www/bookstack/public/uploads

sudo chmod 640 /var/www/bookstack/.env

Pobnto artisan mirpauito

php artisan migrate

Hani BCTaHOBMMO Ta HanawTyeMo certbot Ta KoHGirypauito nginx
CnoYaTKy 3ynMUHMMO nhginx

sudo systemctl stop nginx.service

BcTaHosntoemo Certbot

sudo apt install snapd

sudo snap install core

sudo snap refresh core

sudo snap install --classic certbot

sudo In -s /snap/bin/certbot /usr/bin/certbot

MepeBipuTU BEpPCIitO

certbot --version



FeHepyeMo cepTudikaTt

sudo certbot certonly

Tenep 3anyckato Ta BMUKalo Nginx

sudo systemctl start nginx.service

sudo systemctl enable nginx.service

HanawToBylo KOHirypauito ona nginx

sudo nano /etc/nginx/sites-available/bookstack

# HTTP — pegnipekT Ha HTTPS
server {

listen 80;

listen [::1:80;

server_name notes.bistats.site;

location / {

return 301 https://$host$request_uri;

# HTTPS — koHdpirypauisa SSL
server {

listen 443 ssl;

listen [::]1:443 ssl;

server_name notes.bistats.site;

ssl_certificate /etc/letsencrypt/live/notes.bistats.site/fullchain.pem;

ssl_certificate_key /etc/letsencrypt/live/notes.bistats.site/privkey.pem;

root /var/www/bookstack/public;

index index.php index.html index.htm;

client_max_body_size 100M;

location / {

try_files $uri $uri/ /index.php?$query_string;



location ~ \.php$ {
include snippets/fastcgi-php.conf;
fastcgi_pass unix:/var/run/php/php8.3-fpm.sock;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;

sudo In -s /etc/nginx/sites-available/bookstack /etc/nginx/sites-enabled/

sudo systemctl restart nginx.service

Byna nomunka gonas LWie pa3 npaBa Ha HeObXigHI nanku.
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Pobumo rnobanbHuin macus, Skun byne oHOBAOBATH

Yntameo
Po3bnpaemMo Ha MacmBM MO KOXKHIN KaTeropii, a Takoxx pobumo macus 3 pobmno ons

rnepeBipKnM Y1 € TaKU WNSX, IHAKLWe BiAMpaBaATK BCiX Ha rOJIOBHY CTOPIHKY.



